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Figure 1.11 — Cloud computing service models—layer analogy of pizza
processing
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Introduction to Cloud Computing

Summary

This chapter included complete coverage of the AZ-900 Azure Fundamentals exam skills area: Describe Cloud

. .
Chapter Review Questions
Concepts
. o The Microsoft Azure Fundamentals Certification and
In this chapter, you learned how to define cloud computing; describe the shared responsibility model; define cloud Beyond - Second Edition by Steve Miles
models, including public, private, and hybrid; identify appropriate use cases for each cloud model; describe the

consumption-based model; deseribe laaS; describe Paas; describe SaaS; and identify appropriate use cases for
each cloud service (laa$, Paas$, and Saas).

Further knowledge beyond the required exam content was provided to prepare you for a real-world, day-to-day,
Azure-focused role. In the next chapter, you will look at the benefits of using cloud services.

Figure 1.13 — Chapter Review Questions for Chapter 1



Chapter 2: Benefits of Using Cloud Services
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Figure 2.2 — Digital transformation triggers
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Benefits of Using Cloud Services

Summary

Chapter Review Questions

The Microsoft Azure Fundamentals Certification and
Beyond - Second Edition by Steve Miles

This chapter included complete coverage of the Describe the benefits of using cloud services skills area of the AZ-

900 Azure Fundamentals exam.
In this chapter, you learned about the benefits of using cloud services. You looked at cloud computing as a digital
transformation enabler, the triggers, the cloud migration approach, and adopting a cloud mindset. In addition,

you learned various aspects of a cloud operations model and the economics of cloud computing.

Further knowledge beyond the required exam content was provided to prepare you for a real-world, day-to-day

Azure-focused role.

The next chapter will look at Azure's core architectural components.

Figure 2.10 — Chapter Review Questions for Chapter 2



Chapter 3: Azure Core Architectural Components
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Figure 3.18 — Azure subscription and tenant relationship
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Azure Core Architectural Components

Summary

This chapter included complete coverage of the AZ-900 Azure Fundamentals exam skills area, that is, Describe H
e Chapter Review Questions

The Microsoft Azure Fundamentals Certification and

In this chapter, you learned both the physical and logical aspects of the core Azure architectural components: the Beyond - Second Edition by Steve Miles

data centers that host the Azure platform resources, the regions they exist in, the networks connecting them, and
the related aspects of availability. You now also know about Azure subscriptions and all aspects of Azure
resources management, including management groups and management scopes, Azure Resource Manager, and
resource groups.

The next chapter will deal with Azure core resources to follow Microsoft's intended guided learning path for the
AZ-BOO exam.

Figure 3.23 — Chapter Review Questions for Chapter 3
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Azure Subscriptions

Book: Microsoft Azure Fundamentals Certification and Progress: 0% completed
Beyond - Second Edition

Description:
In this activity, you will work with an Azure subscription. The tasks performed in this activity align with Chapter 3.

NOTE: You can use an existing account, or you can create a free Azure account from this URL: hitps://azure.microsoft.com/free/.
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Figure 3.25: Tasks in Azure Subscriptions activity



Chapter 4: Azure Core Resources
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Figure 4.19 — Site-to-Site VPN
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Figure 4.20 — VNet-to-VNet VPN
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Figure 4.22 — Custom DNS server setting
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Figure 4.23 — An example solution demonstrating the hybrid name resolution

approach
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object data, use a NoSQL data store, define and use queues for message processing, and set up file shares in the
cloud. Use the Blob storage account and the hot or cool access tiers to optimize your costs based on how frequently
your object data is accessed.
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Figure 4.24 — Creating a storage account in Azure
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Figure 4.25 — Storage account types
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Figure 4.26 — Storage account performance type setting
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Azure Core Resources

Summary

This chapter provided complete coverage of the AZ-900 Azure Fundamentals exam'’s following Skills Measured Chq p.I.er Review Ques.ﬁons
sections: Describe Azure compute and networking services and Describe Azure storage services.

The Microsoft Azure Fundamentals Certification and

In this chapter, for the compute skills area, you learned how to compare compute types (including container Beyond - Second Edition by Steve Miles

instances, virtual machines, and functions), describe VM options (including Azure Virtual Machines, Azure Virtual
Machine Scale Sets, Availability Sets, and Azure Virtual Desktop), describe resources required for virtual
machines, and describe application hosting options, including the Web Apps feature of Azure App Service,

containers, and virtual machines. m

For the network skills area, you learned how to describe virtual networking, including the purpose of Azure VNet,
routing, segmentation, peering, connectivity, and Azure DNS.

For the storage skills area, you learned how to compare Azure storage services and describe storage types,
account types, tiers, replication, copying, and data stores.

In the next chapter, you will look at Azure identity and access

Figure 4.28 — Chapter Review Questions for Chapter 4

<{P> Practice Resources

DASHBOARD >

Virtual Networks (VNets)

Book: Microsoft Azure Fundamentals Certification and Progress: 0% completed
Beyond - Second Edition

Description:

In this activity, you will create a VNet. The tasks performed in this activity align with Chapter 4.

Tasks START
Task No Task Status Open Mark as Complete
REQUIREMENTS
1 au Not Started [ OPEN REQUIREMENTS O
Important
2 Task 1 Not Started [ OPEN TASK O

Figure 4.29: Tasks in Virtual Networks (VNets) activity



Chapter 5: Azure Identity and Access
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Figure 5.2 — Microsoft Entra ID as a centralized cloud IDP
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Figure 5.5 — Making changes effective by synchronizing Microsoft Entra ID to
the managed domain
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Figure 5.6 — Hybrid identity scenario showing the connection between AD,
Microsoft Entra ID, and the Microsoft Entra DS managed domain
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Figure 5.8 — Managing access with authentication from Microsoft Entra ID, and
authorization from Azure RBAC

Practice Resources

DASHBOARD »

Azure Identity and Access

Summary

This chapter included identity and access content for coverage of the following AZ-900 Azure Fundamentals Cha p.l.er ReView Ques.l,ions

exam skills area: Describe Azure identity, access, and security.
The Microsoft Azure Fundamentals Certification and

In this chapter, you learned how to describe directory services in Azure including Microsoft Entra ID (previously Beyond - Second Edition by Steve Miles
named Azure AD) and Microsoft Entra Domain Services (previously named Azure AD Domain Services), describe
authentication methods in Azure (including SSO, multi-factor authentication, and passwordless), external
identities and guest access in Azure, conditional access, and Azure RBAC.

The next chapter looks at Azure Security. You will learn the concept of Zero Trust, the purpose of the defense-in-
depth model, and Microsoft Defender for Cloud.

Figure 5.9 — Chapter Review Questions for Chapter 5
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Microsoft Entra ID Users and Groups

Book: Microsoft Azure Fundamentals Certification and Progress: 0% completed
Beyond - Second Edition

Description:

In this activity, you will work with Microsoft Entra ID Users and Groups. The tasks performed in this activity align with Chapfer 5.

Tasks

Task No Task Status Open
REQUIREMENTS

1 Not Started 7. OPEN REQUIREMENTS
Important

2 Task 1 Not Started [7.OPEN TASK

3 Task 2 Not Started [} OPEN TASK

4 Task 3 Not Started 7. OPEN TASK

START

Mark as Complete

O

Figure 5.10: Tasks in Microsoft Entra ID Users and Groups activity



Chapter 6: Azure Security
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Figure 6.2 — An attack chain showing the sequence of an attack
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Figure 6.3 — Threat priority model showing the adopted risk solution based on
risk priority



Figure 6.5 — The medieval castle defense approach
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Figure 6.8 — A Sentinel security operations proposition
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Azure Security

Summary

This chapter included complete coverage of the AZ-900 Azure Fundamentals exam skills area Describe Azure Chq p.l.er Review Ques.ﬁons

identity, access, and security.
The Microsoft Azure Fundamentals Certification and

In this chapter, you explored the threat landscape and the common threats. You then learned the concept of Zero Beyond - Second Edition by Steve Miles

Trust and the purpase of the DiD model, and you looked at the security solutions of Microsoft Defender for Cloud
and Microsoft Sentinel.

The key takeaway from this chapter is that security is not somebody else’s problem but everybody's responsibility.
Further knowledge beyond the required exam content was provided to prepare you for a real-world, day-to-day m
Azure focusrole.

In the next chapter, you will look at Azure Cost Management. You will learn the factors that affect costs by looking
at the Azure Pricing Calculator, the Total Cost of Ownership (TCO) calculator, Cost Management, and the Billing
tool, as well as the purpose of resource tags.

Figure 6.9 — Chapter Review Questions for Chapter 6
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Security Defaults

Book: Microsoft Azure Fundamentals Certification and Progress: 0% completed
Beyond - Second Edition

Description:
In this activity, you will implement security defaults. The tasks performed in this activity align with Chapter 6.

Tasks START
Task No Task Status Open Mark as Complete
REQUIREMENTS
1 Not Started ) OPEN REQUIREMENTS ]
Important
2 Task 1 Not Started [ OPEN TASK ]

Figure 6.10: Tasks in Security Defaults activity



Chapter 7: Azure Cost Management
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Figure 7.1 — Managing costs associated with Azure services using Azure Cost
Management
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Azure Cost Management

Summary

This chapter included complete coverage of the AZ-200 Azure Fundamentals exam skills area Describe cost Cha p.'.er Review Ques.ﬁ ns
management in Azure.

The Microsoft Azure Fundamentals Certification and
In this chapter, you learned about the factors that can affect costs in Azure and about the Azure Cost

Beyond - Second Edition by Steve Miles
Management and Billing tool, as well as comparing the pricing calculator and the TCO calculator.

Further knowledge beyond the required exam content was provided to prepare you for a real-world, day-to-day
Azure-focused role.

In the next chapter, you will look at Azure Governance and Compliance.

Figure 7.4 — Chapter Review Questions for Chapter 7



Chapter 8: Azure Governance and Compliance

Policy [ @°o Subscriptions
/°
Policy /.\: <! Resource Groups

_ Resource m Subscriptions
" Lock A

|
|
|
L , Resource m <« | Resource Groups

Inherftance | Lock A

Resource =
e >
Inheritance LOCK A @ @ £-+3> Resources

Figure 8.2 — Azure resource locks preventing accidental deletion of resources
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Azure Governance and Compliance

Summary

This chapter included complete coverage of the following AZ-900 Azure Fundamentals exam skills area: Describe
Azure management and governance.

Chapter Review Questions

The Microsoft Azure Fundamentals Certification and
In this chapter, you learned about the purpose of Microsoft Purview in Azure, the purpose of Azure Policy,

Beyond - Second Edition by Steve Miles
resource locks, and tags, the Azure service lifecycle, Microsoft trusted cloud principles, and the Trust Center.

Further knowledge beyond required exam content was provided to prepare for a real-world, day-to-day Azure
focus role.

The next chapter will look at Azure Resource Deployment and Management. m

Figure 8.5 — Chapter Review Questions for Chapter 8
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DASHBOARD >

Azure Policy

Book: Microsoft Azure Fundamentals Certification and Progress: 0% completed
Beyond - Second Edition

Description:

In this activity, you will enable tagging enforcement with Azure Policy. The tasks performed in this activity align with Chapter 8.

Tasks START
Task No Task Status Open Mark as Complete
REQUIREMENTS
1 au Not Started 7 OPEN REQUIREMENTS O
Important
2 Task 1 Not Started 7 OPEN TASK O
3 Task 2 Not Started 7 OPEN TASK O

Figure 8.6: Tasks in Azure Policy activity.



Chapter 9: Azure Resource Deployment and Management
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Figure 9.3 — The azure-cli version command in Windows Command Prompt
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Figure 9.6 — ARM template declarative approach
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Azure Resource Deployment and Management

Summary

This chapter covered the AZ-900 Azure Fundamentals exam skills area: Describe features and tools for Cha p.rer Review Quesﬁons

managing and deploying Azure resources.
The Microsoft Azure Fundamentals Certification and

In this chapter, you learned how to describe the Azure portal and Azure Cloud Shell, including the Azure CLI and - .
Beyond - Second Edition by Steve Miles
Azure PowerShell, Azure Arc's purpose, and Azure Resource Manager and its templates.

Knowledge beyond the level required for the exam content was provided to prepare you for a real-world, day-to-

day Azure-focused role.

In the next chapter, you will look at Azure Monitoring Tools.

Figure 9.8 — Chapter Review Questions for Chapter 9



Chapter 10: Azure Monitoring and Tools
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Figure 10.1 — Azure Advisor recommendations prompt screen
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Figure 10.6 — Application Insights dashboard showing application performance

and health at a glance
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Azure Monitoring and Tools

Summary

This chapter included complete coverage of the AZ-9200 Azure Fundamentals exam skills area Describe

monitoring tools in Azure.

In this chapter, you learned how to describe the purpose of Azure Advisor, Azure Service Health, and Azure

Monitor, including Log Analytics, Azure Monitor alerts, and Application Insights.

Further knowledge beyond the required exam content was provided to prepare for a real-world, day-to-day

Azure-focused role.

In the next chapter, the Appendix, you will find an overview of the "skills measured" by the certification and

potential topics the exam may cover.

Chapter Review Questions

The Microsoft Azure Fundamentals Certification and
Beyond - Second Edition by Steve Miles

Figure 10.8 — Chapter Review Questions for Chapter 10
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Figure 11.7 - Dashboard interface on a desktop device

{P> Practice Resources SHARE FEEDBACK

DASHBOARD >

Question 35 of 40 & Time Left O hr 43 mins 20 secs END QuIZ

Which of the following will directly reduce costs for an Azure subscription? (Choose MULTIPLE)

[] Virtual Machines (VMs) that are in a stopped (deallocated) state ] Staffing costs and data center facility management costs

[]  Reducing the hours for which any service is running ] Location

[] Pausing any services that support this feature

PREVIOUS NEXT SKIP QUESTION

Figure 11.8 - Practice Questions Interface on a desktop device



<{P> Practice Resources ﬂ

DASHBOARD >

Question 18 of 40 Time Left O hr 44 mins 6 secs

How does Azure handle disaster recovery?

Q Azure provides a minimum of two regions in a
pair per geography.

Q Azure provides a minimum of three regions in
a pair per geography.

O Azure provides two geographies in a pair.

PREVIOUS NEXT

SKIP QUESTION

Figure 11.9 - Quiz interface on a mobile device



<[> Practice Resources ﬂ | SHARE FEEDBACK

DASHBOARD >

Stack 1

Flashcards memorized so far: 0 Flashcards not memorized yet: 6

[C] Mark as memorized

The shared responsibility model separates responsibilities between _ =

PREVIOUS NEXT 4/6

Figure 11.10 - Flashcards interface

<{P> Practice Resources ﬂ ‘ SHARE FEEDBACK

DASHBOARD >

Determine your motivations for taking the exam o0

Have you been mandated to pass or take the exam for personal career goals? Sometimes motivation can be hard, and you should always focus on the goal, positive
outcome, results, the next steps after passing the exam, and what it will mean.
Always refer to your motivations and keep a positive mental attitude.

NEXT 2 [ Mark as Helpful

Comments

Add your comment

Figure 11.11 - Exam Tips Interface



P> Practice Resources Q | SHARE FEEDBACK

DASHBOARD >

Introduction to Cloud Computing

Summary

This chapter included complete coverage of the AZ-900 Azure Fundamentals exam skills area: Describe Cloud Chq p*er Review Ques*ions
Concepts

The Microsoff Azure Fundamentals Certification and

In this chapter, you learned how to define cloud computing; describe the shared responsibility model; define cloud Beyond - Second Edifion by Steve Miles

models, including public, private, and hybrid; identify appropriate use cases for each cloud model; describe the
consumption-based model; describe laaS; describe Paa$; describe SaaS; and identify appropriate use cases for
each cloud service (laaS, Paa$, and SaaS).

Further knowledge beyond the required exam content was provided fo prepare you for a real-world, day-to-day, START
Azure-focused role. In the next chapter, you will look at the benefits of using cloud services.

Figure 11.12 - Chapter Review Questions Page

<P Practice Resources Q ‘ SHARE FEEDBACK

DASHBOARD >

Resource Groups

Book: Mi Azure Fur Certi ion and Progress: 0% completed
Beyond - Second Edition

Description:
In this activity, you will work with a resource group. The tasks performed in this activity align with Chapter 3.
To recap, a resource group is a logical entity that groups resources that share the same life cycle, permissions, and policies.

NOTE: In contrast fo management groups, resource groups are a flat structure. There is no hierarchy or nested resource groups. There is no root/branch or parent/child relationship.

Tasks START

Task No Task Status Open Mark as Complete
REQUIREMENTS

1 Not Started % OPEN REQUIREMENTS O
Important

2 Task1 Not Started 77 OPEN TASK O

3 Task 2 Not Started (4 OPEN TASK O

4 Task3 Not Started -] OPEN TASK O

5 Task 4 Not Started 7 OPEN TASK O

6 Task 5 Not Started 7-OPEN TASK O

Figure 11.13 - Example of a hands-on activity
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Figure 11.14 — Jump back to the book from the dashboard



