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FIGURE 4-11: Enable the Active Directory Recycle Bin through the Active Directo...
FIGURE 4-12: Creating a user in Active Directory Administrative Center gives yo...
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FIGURE 5-1: The activation window showing that Windows Server 2022 is activated...
FIGURE 5-2: Using slmgr.vbs to activate Windows Server. FIGURE 5-3: You can access the Folder Options dialog box through the View tab i...
FIGURE 5-4: The General tab of the Folder Options dialog box. FIGURE 5-5: The View tab of the Folder Options dialog box. FIGURE 5-6: The Search tab of the Folder Options dialog box. FIGURE 5-7: The Internet Properties dialog box.
FIGURE 5-8: Viewing the available font faces for the Courier New font.
FIGURE 5-9: The troubleshooting utility can notify you of issues and possible r...
FIGURE 5-10: The Performance Options dialog box. FIGURE 5-11: The User Account Control Settings dialog box. FIGURE 5-12: Uninstalling a program in the Apps & Features section of the Setti...
FIGURE 5-13: Performance Monitor running on Windows Server 2022.
[bookmark: FIGURE_5_14__Troubleshooting_res]FIGURE 5-14: Troubleshooting resource contention is simple with Resource Monito...
FIGURE 5-15: Task Manager in Windows Server 2022. FIGURE 5-16: Windows Server Backup allows you to create and run backups, once o...
FIGURE 5-17: Restoring some files through Windows Server Backup.
FIGURE 5-18: Managing a disk volume in File and Storage Services.
FIGURE 5-19: Disk defragmentation runs automatically once a week, but it can st...
FIGURE 5-20: Task Scheduler is the central area for managing automated/schedule...
FIGURE 5-21: Configuring one of the Windows Server preconfigured tasks.
FIGURE 5-22: Changing a preconfigured task to run every day. FIGURE 5-23: Connecting to another system via a Remote Desktop Connection.
FIGURE 5-24: Using RSAT to manage remote servers from a Windows 10 client.
FIGURE 5-25: There are lots of options to manage a remote server using RSAT.
FIGURE 5-26: Connecting to a server with Windows Admin Center. FIGURE 5-27: The Server Manager view in Windows Admin Center.
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FIGURE 6-1: Running the Command Prompt as administrator allows you to run more ...
FIGURE 6-2: The Options tab allows you to customize how you interact with the C...
FIGURE 6-3: The Font tab allows you to change the font and how it displays in t...
FIGURE 6-4: The Layout tab configures what the window looks like.
FIGURE 6-5: The Colors tab lets you customize colors in the Command Prompt.
FIGURE 6-6: Further customizations that are available in the Command Prompt.
[bookmark: FIGURE_6_7__Displaying_environme]FIGURE 6-7: Displaying environmental variables and their current settings is po...
FIGURE 6-8: The view after appending a folder to my PATH environment variable.
FIGURE 6-9: Using the Command Prompt help to get more information on a command.
FIGURE 6-10: Using the help command in the Command Prompt.
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FIGURE 7-1: Windows PowerShell now resides by default in the menu that you acce...
FIGURE 7-2: The Options tab allows you to customize how you interact with Windo...
FIGURE 7-3: The Font tab allows you to change the font and how it displays in P...
FIGURE 7-4: The Layout tab configures what the PowerShell window will look like...
FIGURE 7-5: The Colors tab allows you to customize screen colors in Windows Pow...
FIGURE 7-6: Further customizations that are available in the Command Prompt.
FIGURE 7-7: Displaying environmental variables and their current settings is ea...
FIGURE 7-8: The view after creating a new environment variable. FIGURE 7-9: Using the PowerShell Help to get more information on the Get-Comman...
FIGURE 7-10: Using the help command in Windows PowerShell.
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FIGURE 1-1: The Network and Sharing Center in Windows Server 2022.
FIGURE 1-2: Getting to the network adapter properties screen. FIGURE 1-3: Troubleshooting your Internet connection with the built-in troubles...
FIGURE 1-4: The Status screen in the Network & Internet section of Settings.
FIGURE 1-5: The Ethernet screen in the Network & Internet section of Settings.
FIGURE 1-6: The Firewall & Network Protection screen in the Network & Internet ...
[bookmark: FIGURE_1_7__The_VPN_screen_in_th]FIGURE 1-7: The VPN screen in the Network & Internet section of Settings.
FIGURE 1-8: The Proxy screen in the Network & Internet section of Settings.
FIGURE 1-9: Selecting which network protocol you want to work with in the adapt...
FIGURE 1-10: Statically set IP and DNS server settings are common on servers se...
FIGURE 1-11: The Advanced TCP/IP Settings dialog box lets you perform more adva...
FIGURE 1-12: Selecting the replication scope for the new zone is important; in ...
FIGURE 1-13: The legal.sometestorg.com zone provides a separate administrative ...
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FIGURE 2-1: Working with the properties of a network adapter. FIGURE 2-2: The Properties dialog box for the network adapter allows you to cha...
FIGURE 2-3: Setting up a proxy script for Internet access on a Windows server.
FIGURE 2-4: Configuring a dial-up connection in Windows Server 2022 is simple i...
FIGURE 2-5: Setting up a VPN for remote access with the built-in Windows VPN cl...
FIGURE 2-6: IPv4 properties are set through the network adapter Properties dial...
FIGURE 2-7: IPv6 properties are set through the network adapter Properties dial...
FIGURE 2-8: It’s simple to install clients, services, and protocols like the Re...
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FIGURE 3-1: Selecting Remote Desktop Services is a departure from the usual ste...
FIGURE 3-2: Installing the RDS role on a single server via the Quick Start inst...
FIGURE 3-3: Setting up a user’s profile to take full advantage of the RDS funct...
[bookmark: FIGURE_3_4__Adding_a_non_Windows]FIGURE 3-4: Adding a non-Windows program to the list of RemoteApp programs avai...
FIGURE 3-5: The logon screen for RD Web Access is simple and elegant.
FIGURE 3-6: When you select an application in the RD Web Access console, a remo...
FIGURE 3-7: Click the plus sign to install the RD Licensing role. FIGURE 3-8: The Settings tab is where the bulk of the configuration happens for...
FIGURE 3-9: A network policy allowing traffic needs to have the lower processin...
FIGURE 3-10: You can test basic connectivity with just a few parameters added t...
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FIGURE 4-1: The Windows Network Diagnostics screen is a wizard that helps you d...
FIGURE 4-2: The Additional Troubleshooters link contains many troubleshooting t...
FIGURE 4-3: Windows Network Diagnostics can diagnose many issues, including dis...
FIGURE 4-4: The ping utility gives you a simple readout and can point out an is...
FIGURE 4-5: Event Viewer can show you when Windows Firewall has blocked an inco...
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FIGURE 1-1: The CIA triad is one of the most basic concepts in information secu...
FIGURE 1-2: Discretionary access control lists can be used to determine who sho...
FIGURE 1-3: Using an SACL to audit privileged access to a folder is simple.
FIGURE 1-4: You can use Group Policy to set your SACLs so that you can apply th...
FIGURE 1-5: You can set permissions very granularly with the Security tab in th...
FIGURE 1-6: Share permissions allow you to grant Full Control, Change, or Read ...
[bookmark: FIGURE_1_7__Checking_the_effecti]FIGURE 1-7: Checking the effective permissions of a user account is a great way...
FIGURE 1-8: The Local Security Policy screen allows you to set local security s...
FIGURE 1-9: The Virus & Threat Protection dashboard offers a full-featured anti...
FIGURE 1-10: Changing the firewall settings from Firewall & Network Protection ...
FIGURE 1-11: App & Browser Control gives you the ability to protect yourself ag...
FIGURE 1-12: Exploit Protection provides several more advanced mechanisms to pr...
FIGURE 1-13: The Hypervisor Control Integrity feature is shown under Core Isola...
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FIGURE 2-1: Share permissions are pretty open in this example. Everyone has ful...
FIGURE 2-2: Here, NTFS permissions set on the Security tab are more restrictive...
FIGURE 2-3: The Effective Access tab shows you what a user or group actually ha...
FIGURE 2-4: Sharing a storage device follows similar steps to sharing a folder.
FIGURE 2-5: Configuring the AD FS role after installation. FIGURE 2-6: Review your AD FS settings before completing the configuration.
FIGURE 2-7: After AD RMS is installed, you need to configure it. FIGURE 2-8: You can manage AD RMS from the console available through Server Man...
FIGURE 2-9: Creating the Rights Policy Template defines what you want to apply ...
FIGURE 2-10: Ensuring that a user can view but do nothing else is simple with A...
FIGURE 2-11: Creating the folders and the shares is simple through Windows Powe...
FIGURE 2-12: When the share is created, you need to point AD RMS to where you w...
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